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Abbreviations
DSC Digital Signature Certificate
NPAPI Netscape Plug-in Application Programming Interface
NICNET National Informatics Center Network
0s Operating System
SSL Secure Socket Layer
LTV Long Term Validation
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Introduction

Till recently the web based applications were using applet based technology to achieve digital signing that used
Java plug-ins (NPAPI plug-in) provided by browsers (Chrome, Firefox, and Internet Explorer etc.) to run applet
inside the browser.

Latest versions of browsers started discontinuing the applet support (around the Year 2016-2017) essentially to
firm up the security. Accordingly the signing mechanisms that eOffice (or for that matter any other web
application) was using earlier, therefore, also had to change. Consequently, eOffice Team developed, a new signer
that would work with latest browsers and would not require applet to run. It is essentially a service that would
require to be installed, one time, on individual client’'s machines of the user. This service will work on
windows/MAC/Ubuntu Operating System.

This document provides very simple steps that will guide the user to install the signer service smoothly on his/her
local client machine.

NIC, 2020 Ver 4.1.01
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Section 1: DSC Signer Service

The new DSC signer service can download from (as per client’s machine OS):

https://docs.eoffice.gov.in (NICNET user(s))

OR

https://eoffice.gov.in, shown in Fig.1.1 & Fig1.2:

eOffice Documents Repository

For Windows

For MAC

For Ubuntu

File Management System Knowledge Management System
@ DSC Signer Service (Ver. 4.0) User Guidelines

1ol DSC Signer Service (Ver. 4.0) Implementation Guidelines

T N

Tour Management System Smart Performance Appraisal Report Collaboration and Messaging Services Management Information System
Recording Online Window

Qﬂ eTour 'ﬂﬁ SPARROW
- (]

m Design and developed by National Informatics Centre (NIC) 2018

Fig.1.1

<« C | 8 https//eofficegovin * @ 0 H

ContactUs -A A +A

e@ffice ° i é =) 5

ABOUT US PRODUCTS TRAINING DOWNLOADS  IMPLEMENTATIONS

Presentation

Implementation
Handbook

Documentation ) )
DSC Signer Service (Ver

Mozilla Firefox SR 4.1) Installer

52 > For Windows

Brochures » For MAC
DSC

> For Ubuntu

DSC Signer Service (Ver
4.1) Installer User
Guidelines

Fig.1.2

NIC, 2020 Ver 4.1.01
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1. Windows (For installation steps refer Section 2 Windows)
2. MAC (For installation steps refer Section 3 MAC)

3. Ubuntu (For installation steps refer Section 4 Ubuntu)

Client’s Machine Requirement:
The DSC Signer Service is available for following OS client’s machine:

Minimum client’'s machine Requirements

Windows 0S Windows 7 & above.

MAC OS MAC 10.7 & above.

Ubuntu OS Ubuntu 18 & above.

JRE Version 1.8 or above appropriate as per OS

Availability of ports 55100 and 55101

NIC, 2020 Ver 4.1.01
8
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Section 2: Windows OS

Download the Signer and related utilities (available as a single bundled zip file) from one of the URLs mentioned
previously.

Identifying Your System

e Unzip the downloaded folder, locate and run Check_System_Details.bat file from downloaded bundle to check
if user machine has java installed or not.

o This also checks that if ports 55100 and 55101 is free or not and displays appropriate message as shown in
Fig.2.1:

¥ Select C:\Windows\System32\cmd.exe - "Check System Details.bat"

[A]

Checking

uild 1.8.06_201-b09)
(build 25.201-b09, mixed mode)

[C] Checking for port 55100

Port is free, continue to install DSC Signer Service.

[D] Checking for port 55101
Port is free, continue to install DSC Signer Service.

y key to continue .

Fig.2.1

Note:
1. In case .bat file does not run, refer to Annexure IV for manually identifying the JAVA, OS and DSC Signer

Service status details.

NIC, 2020 Ver 4.1.01
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Pre-requisites for DSC Signer Service Installer for Windows

Following four activities to be completed by User(s).
S. No. | Activities Remarks
To be Downloaded by Individual User at client
machine. (Refer website
https://www.java.com/en/ for JRE installation).
Note:
1. Version 1.8 or above appropriate as per 0OS. 1. User(s) with 32-bit windows OS needs to install
32-bit JRE.
2. User(s) with 64-bit windows OS needs to install
64-bit JRE.
2. Add/ Import SSL certificates to the browsers. To Add/ Import SSL certificates to the browsers
(Refer Annexure I for steps).
For user(s) who have already DSC registered in
the eOffice application, then to use new DSC
3. Re-register DSC certificate. Signer Service, they have to de-activate already
registered certificate and register again one time.
(Refer Annexure V for steps).
4 Internet connectivity is required to check for | Check the Internet connectivity at every client
' certificate revocation status. machine.
Note for System Administrator
S.No. | Activities Remarks
1. For eOffice instances hosted in a closed
fanv1ronm.ent (i.e. where internet connectivity CRL should be downloaded manually by the
is not available, or servers are hosted locally) Svstem Administrator
System Admin should keep updated CRL(s) at y '
CRL download location.

NIC, 2020 Ver 4.1.01
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Installation Guidelines for Windows OS

For Bulk User:
To install Digital Signer Service on multiple systems through windows server, administrator can install this service
in silent mode.

For Single User:

e Locate the Digital Signer Service 4.1_x64.msi / Digital Signer Service 4.1_x86.msi file from downloaded
bundle.

o Select the Digital Signer Service 4.1_x64.msi / Digital Signer Service 4.1_x86.msi file as per the system
configuration (32 bit or 64 bit respectively).

e Double click required msi file to start the installation as shown in Fig.2.2 :

Digital Signer Service 4.1_x64 2/1472020 12:07 PM Windows Installer ... 28,069 KB
¥ Digital Signer Service 4.1_x86 2/14/2020 12:06 PM Windows Installer ... 28,032 KB

Fig.2.2

e A welcome page appears, click Next ) button to continue as shown in Fig.2.3:

m Digital Signer Service 4.1 Setup x

Welcome to the Digital Signer
Service 4.1 Setup Wizard

The Setup Wizard will nstall Digital Signer Service 4.1 on
your computer. Click "Next™ to continue or "Cancel” to
exit the Setup Wizard,

cOffice

< Back _4_ Cancel

Fig.2.3

e Digital Signer Service: License Agreement window appears, read the agreement. Click I Accept Radio button

and then click Next () button as shown in Fig.2.4:

NIC, 2020 Ver 4.1.01
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Fﬁ Digrtal Signer Service 4.1 Setup

End-User License Agreement
Please read the following icense agreement carefully

Terms & Conditions
[ The following terms have meanings as described below: 1
“Application” - Digital Signer Service (Any version)

(®) 1 accept the terms in the License Agreement
(D1 do not accept the terms in the License Agreement

o e

Fig.2.4

eOffice Project Division - NIC

e For custom installation, click Browse () button, select the directory as shown in Fig.2.5
and click Next ) button.

E DSC Signer Service: Installation Folder — >

Setup will install DSC Signer Service Installer in the following folder. To install in a different
folder, dick Browse and select another folder. Click Next to continue.

Destination Folder

I ram Files (x86)\National Informatics Centre\DSC Signer Service I Browse...

Space required: 22.1 MB
Space available: 392.1GB

eOffice Project Division, National Informatics Centre
| coes
Fig.2.5

e For default installation, click Next ) button, as shown in Fig.2.6:

NIC, 2020 Ver 4.1.01
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[ Digital Signer Service 4.1 Setup z 5
Select Installation Folder
This is the folder where Digital Signer Service 4.1 will be installed. ?

To install in this folder, dick Next". To install to a different folder, enter it below or dick
‘Browse".

Folder:
] L

7c:‘P¢ogfam Fies\Digital Signer Service\d. 1\ v Browse...

eOffice Project Division - NIC

<tk [T | conce

Fig.2.6

Note:

If Digital Signer Service already exists in the system, click on Uninstall button as shown in the Fig.2.7:

ﬁ Digital Signer Service 4.1 Setup X
Remove Deprecated Version
Remove Deprecated Version of Digital Signer Service 4. 1 installed on your ?
machine.

Deprecated version of Digital Signer Service 4.1 is found on your machine. Kindly
unistall it first before proceeding to further.

Insalled Location

C:\Program Files (x86)\DSC Signer Service\

eOffice Project Division - NIC

== ==

Fig.2.7

A confirmation window will appear, click on Uninstall button to start the uninstallation as shown in Fig.2.8:

I8 DSC Signer Service Installer Uninstall: Confirmation - X

DSC Signer Service Installer will be uninstalled from the following folder. Click Uninstall to start
the uninstallation.

Uninstaling from: { C:\Program Files (x86)\DSC Signer Service\,

e

Fig.2.8

NIC, 2020 Ver 4.1.01
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Ready to Install window appears asking for SSL certificate, click the Yes

() button as shown in Fig.2.9:

Ready to Install
The Setup Wizard is ready to begin the Digital Signer Service 4.1 installation

Chick "Instal” to begin the installation. If you want to review or change any of your
instalation settings, dick "Back”. Click "Cancel” to exit the wizard.

Do you want to install SSL certificate?
@) Yes
Ono

NOTE: SSL certificate is mandatory, without SSL certificate, Digital
Signer Service will not work properly. If you are a single user kindly
choose "Yes",

eOffice Project Division - NIC

T i

': s

*#J Digital Signer Serviced.1Setup  ~  * X

Fig.2.9

radio button and then click Install

Note: single certificates are mandatory for siging purpose, if user clicks on No option while installing the Digital

signer service, then they have to install the certificate manually.

Process will take some moments to complete the installation as shown in Fig.2.10:

NIC, 2020

13 Digital Signer Service 4.1 Setup X

Installing Digital Signer Service 4.1 g’

Please wait while the Setup Wizard instalis Digital Signer Service 4.1, This may take
several minutes.

Status:
! P —

eOffice Project Division - NIC

Ver 4.1.01
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e This completes the installation of Digital Signer Service for Windows user(s).
e Ashortcut will be created on the desktop, named Digital Signer Service 4.1.

e After completion of installation it is required to either run the Digital Signer Service manually or reboot the
system for the first time.

Steps to manually START the Digital Signer Service Installer are:
e Double click the desktop icon “Digital Signer Service 4.1”.
e The service will take few seconds to start.

e A message prompts “DCS Signer Service started successfully”, as shown in Fig.2.11:

Information X

@ DSC Signer Service started successfully.

Fig.2.11

Steps to manually STOP the Digital Signer Service Installer are:

e Double click the desktop icon “Digital Signer Service 4.1”.

Stop DSC Signer Service

e DSC Signer Service pop-up window appears, click Stop DSC Signer Service ( ), as shown in
Fig.2.12:

NIC, 2020 Ver 4.1.01
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Fig.2.12

Note:
1. To import the SSL certificates refer Annexure I (Add/ Import SSL certificates to the Browser).
2. While service is running and user double clicks the Digital Signer Service 4.1 desktop icon and does not take any

action, the Digital Signer Service remains running and the window will get disappear automatically after 10

seconds.

NIC, 2020 Ver 4.1.01
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Section 3:

MAC

Download the Signer and related utilities (available as a single bundled zip file) from one of the URLs mentioned

previously.

Pre-requisites for DSC Signer Service Installer

Following four activities to be completed by User(s).

certificate revocation status.

S.No. | Activities Remarks
. . In case of MAC only installer needs to be

1. Version 1.8 or above appropriate as per OS downloaded.

2. Add/ Import SSL certificates to the browsers. To Add/ Import SSL certificates to the browsers
(Refer Annexure I for steps).
For user(s) who have already DSC registered in
the eOffice application, then to use new DSC

3. Re-register DSC certificate. Signer Service, they have to de-activate already
registered certificate and register again one time.
(Refer Annexure V for steps).

4 Internet connectivity is required to check for | Check the Internet connectivity at every client

machine.

Note for System Administrator

S. No.

Activities

Remarks

1.

For eOffice instances hosted in a closed
environment (i.e. where internet connectivity
is not available, or servers are hosted locally)
System Admin should keep updated CRL(s) at
CRL download location.

CRL should be downloaded manually by the
System Administrator.

NIC, 2020 Ver 4.1.01
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Installation Guidelines for MAC OS

e Locate the Dsc_Signer_Service.sh file from downloaded bundle.

e Open terminal at the same location of Dsc_Signer_Service.sh file.

e Run the command “sudo bash Dsc_Signer_Service.sh” on the terminal for MAC OS.

e In case other process is using port 55100 and 55101, system will ask user for YES/NO as shown in Fig.3.1:

iMac:DscSignerServiceMACInstaller nicsi_imac$ sudo bash Dsc_Signer_Service.sh

ProductMame: Mac 05 X
ProductVersion: 18.13.4
BuildVersion: 1764815

Checking Service on Port 55186 & 55181 is Running or not....
Ports are already in use

Checking DSC Signer Sevice is rumning on 55188/55181 port...
Other Service is Running on 55188 Port. !!!!!

Stopping other service on 55188 Port. Do you want to proceed ?

Enter Your Choice |:(Y/N)J}

Fig.3.1

e Type Y’ for terminating that process and continue installation of DSC Signer Service otherwise type ‘N’ for
terminating the DSC Signer Service installation.

e This completes the installation of DSC Signer Service for MAC user(s).

e After successful installation, a message “DSC Signer Service started successfully” will be displayed and is
shown in Fig.3.2:

NIC, 2020 Ver 4.1.01
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Stoping the Existing Service...

kill: 8952: No such process

kill: 8959: No such process

Installing/Updating the Dsc Signer Service Installer !!!
Checking for java version Installed
fusr/bin/java

found java executable in PATH
version 1.8

java version 1.8 is found

Creating DSC JAR path

JAR PATH already Exists!!!!

Copying JAR file to specified directory....

JAR file copied succussfully

Startup file exists

Checking if DSC Signer Service ExistS.u.vvvvvvvvvrnninies
Copying JAR file to specified directory....

JAR file copied succussfully

Starting DSC Signer Service.....vvevweesosss

[T 0 M W W

S LS I B I I VAR I W
WO LI
O I N N N R R

: Spring Boot ::
2019-92-14T15:1A:83,228 INFO

2019-82-14T15:18:83,235 INFO
DSC Signer Service Started successfully'

[main] o.s.b.StartupInfologger
2819-82-14T15:18:83,234 DEBUG [main] o.s.b.StartupInfologger
[main] o.s.b.SpringApplication:

Starting DscSignerServiceApplication w4.1 on iMac.local with PID &9
Running with Spring Boot wl.4.7.RELEASE, Spring wé.3.9.RELEASE
No active profile set, falling back to default profiles: default

Fig.3.2

Note:

1. While using DSC application if a dongle is plugged-out, then, occasionally user has to manually restart the DSC

signer service. For restaring the DSC Signer Service manually refer Annexure II (Troubleshooting <> Problem

1).

2. There are many providers for DSC dongles and sometimes issue specific to DSC dongle hardware may come, for

which the respective vendor may be approached.

3. To import the certificates refer Annexure I (Add/ Import SSL certificates to the Browser).

4. Refer to Annexure IV for manually identifying the JAVA, OS and DSC Signer Service status details.

NIC, 2020

Ver 4.1.01
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Section 4: Ubuntu

Download the Signer and related utilities (available as a single bundled zip file) from one of the URLs mentioned

previously.

Pre-requisites for DSC Signer Service Installer for Ubuntu OS

Following four activities to be completed by User(s).

certificate revocation status.

S.No. | Activities Remarks
. . In case of Ubuntu only installer needs to be

1. Version 1.8 or above appropriate as per OS downloaded.

2. Add/ Import SSL certificates to the browsers. To Add/ Import SSL certificates to the browsers
(Refer Annexure I for steps).
For user(s) who have already DSC registered in
the eOffice application, then to use new DSC

3. Re-register DSC certificate. Signer Service, they have to de-activate already
registered certificate and register again one time.
(Refer Annexure V for steps).

4 Internet connectivity is required to check for | Check the Internet connectivity at every client

machine.

Note for System Administrator

S. No.

Activities

Remarks

1.

For eOffice instances hosted in a closed
environment (i.e. where internet connectivity
is not available, or servers are hosted locally)
System Admin should keep updated CRL(s) at
CRL download location.

CRL should be downloaded manually by the
System Administrator.

NIC, 2020 Ver 4.1.01
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Installation Guidelines for Ubuntu OS

e Locate the Dsc_Signer_Service.sh file from downloaded bundle.

e Open terminal at the same location of DscSignerService.sh file.

e Run the command “sudo bash Dsc_Signer._Service.sh” on the terminal for Ubuntu OS.

e In case other process is using port 55100 and 55101, system will ask user for YES/NO as shown in Fig.4.1:

Activities ] Terminal » Fri 02:14
pankaj@Ps: ~/Desktop/14022019/DscSignerServiceUbuntulnstaller

[')
4 File Edit View Search Terminal Tabs Help

pankaj@ps: ~/Desktop/ 14022019/DscSignerServiceUbuntulnstaller x pankaj@ps: ~[Desktop/14022019/DscSignerServiceUbuntuinstaller x FII

. pankaj@ps untulnstaller$ sudo bash Dsc_Signer Service.sh

Checking 0 Architecture

E 05 Architecture : x86_64

Checking Service on Port 55160 & 55161 is Running or not....
Ports are already in use

Checking DSC Signer Sevice is running on 55160/55161 port...
Other Service s Running on 55160 Port. !!!1!

Stopping other service on 55100 Port. Do you want to proceed ?

Enter Your Choice :(Y/N)D

Fig.4.1

e Type Y’ for terminating that process and continue installation of DSC Signer Service otherwise type ‘N’ for
terminating the DSC Signer Service installation.

e This completes the installation of DSC Signer Service for Ubuntu user(s).

o After successful installation, a message “DSC Signer Service started successfully” will be displayed and is
shown in Fig.4.2:

NIC, 2020 Ver 4.1.01
21
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Fri

pankaj@Ps: ~[Desktop/1402201 erserviceUbuntulnstaller

x pankaj@Ps: ~{Desktop/14022013/Dscslgnerserviceubuntuinstaller 2 -

3 ..
«
=
a
2]
I~

Fig.4.2

e Then, reboot the system.

Steps to manually START the DSC Signer Service Installer are:

e Double click the desktop icon “DSC Signer Service”.

e The service will take few seconds to start.

e A message prompts “DCS Signer Service started successfully”.
Steps to manually STOP the DSC Signer Service Installer are:

e Double click the desktop icon “DSC_Signer_Service”.

Stop DSC Signer Service

e DSC Signer Service pop-up window appears, click Stop DSC Signer Service ( ) button.
e While service is running and user double clicks the DSC_Signer_Service desktop icon and does not take any

action, the DSC Signer Service remains running and the window will get disappear automatically after 10
seconds.

Note:

1. While using DSC application if a dongle is plugged-out, then, occasionally user has to manually restart the DSC
signer service. For restaring the DSC Signer Service manually refer Annexure II (Troubleshooting=>Problem
1).

2. There are many providers for DSC dongles and sometimes issue specific to DSC dongle hardware may come, for
which the respective vendor may be approached.

3. To import the certificates refer Annexure I (Add/ Import SSL certificates to the Browser).

4. Refer to Annexure IV for manually identifying the JAVA, OS and DSC Signer Service status details.

NIC, 2020 Ver 4.1.01
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Section 5: Checking the Service Status

For Windows/MAC/ Ubuntu
DSC Signer Service uses 55100 & 55101ports.

http port: 55100
https port: 55101

The user should check for availability of both ports. :

1. To check service running status, go to the “Pre-requisites” folder inside DscSignerServicelnstaller folder and
then, locate the DscSignerserviceTest.html file.
2. Open DscSignerserviceTest.html file in preferred browser and then click Check for HTTP Port

( Check for HTTP Port ) utton or Check for HTTPS Port (. Check for HTTPS Port ) 1 ,tt0n as shown in Fig.5.1:

DSC Signer Service Test Page x

c @ @ file///D:/DSC/dscA.0/DscSignerServiceTest.html R 4 IN @ =

DSC Signer Service Test

To check the status of DSC Signer Service, click on the corresponding button
based on HTTP/HTTPS ..

For HTTP Port » - Check for HTTP Port || Check for HTTPS Port For HTTPS Port

Fig.5.1
3. The running statuses for HTTP or for HTTPS are shown in Fig.5.2 & Fig.5.3:
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DSC Signer Service Test Page b+

¢ @ @© file///D:/DSC/dscA.0/DscSignerServiceTest html @ N @

DSC Signer Service Test

| DSC Signer Service Status with HTTP |
DSC Signer Service running on port 55100
Request URL - hutp://127.0.0.1:55100/check/isLive
Status Code - 200

[Response from URL - SUCCESS

Check for HTTP Port | | Check for HTTPS Port

Fig.5.2

DSC Signer Service Test Page P +

C @ @ files///D:/DSC/dsca.0/DscSignerServiceTest.html v IN @

DSC Signer Service Test

DSC Signer Service Status with HTTPS
DSC Signer Service running on port 55101
Request URL - hutps://127.0.0.1:55101/check/isLive
| Status Code - 200
Response from URL - SUCCESS |

Check for HTTP Port | | Check for HTTPS Port

Fig.5.3

OR

4. To check for service status manually use https://127.0.0.1:portNumber/check/isLive
For Ex. https://127.0.0.1:55101 /check/isLive
For HTTP check the port 55100.

“Success” message on the screen states that the service is running successfully otherwise may refer to the
Annexure II (Troubleshooting).

NIC, 2020 Ver 4.1.01

24


https://localhost:portNumber/check/isLive
https://localhost:55101/check/isLive

-
~
a®
o
A DOGITAL WORK PLACE SOLUTION

Note :

1. HTTPS will work where the consuming application(s) are running on HTTPs protocol only.
2. HTTP is for eOffice hosted in a closed environment (i.e. where internet connectivity is not available). But, it is
always recommended to use HTTPS over HTTP for security reason.

3. The DSC Signer Service SSL certificate will expire on 15 Oct 2023. After that, a new installer will be provided
with the new SSL certificate.
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Annexure I
Add/Import SSL Certificate to the Browsers

Digital Signer Service runs on https port by using a self-signed certificate, browser may not import certificate

automatically to their trusted root certificate store, for this client needs to import the certificates explicitly.

e Download the DscSignerServicelnstaller folder (For windows/ For MAC/ For Ubuntu), go to the “Pre-
Requisites” folder and locate the DSC Self sign Certificate = 127.0.0.1.cer (SSL Certificates).

Note:
1. If certificate revocation check is not performed, the application will not be able to perform any of the operations

(Registration, Authentication, and Signing).

To add/ Import the certificate the steps for browsers are mentioned below:

For Mozilla Firefox
To add a self-signed certificate for https in Mozilla Firefox, perform the below actions to import SSL certificate:

e Open the Mozilla browser and enter the URL https://127.0.0.1:55101 /check/isLive as shown in Fig.A.1.1:

&« C @ @ https://127.0.0.1:55101/check/isLive - @ m o =

Your connection is not secure

\\

The owner of 127.0.0.1 has configured their website improperly. To protect your information from being stolen, Firefox
has not connected to this website.

Learn more

Report errors like this to help Mozilla identify and block malicious sites

Fig.A.1.1
e Then, the browser will notify the user to add the exception into the list (Fig.A.1.1).

e (lick Advance ( Advanced ) button to add an exception (Fig.A.1.1).
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e A message box appears, click Add Exception d e |) button as shown in Fig.A.1.2:

% Your connection is not secure

The owner of 127.0.0.1 has configured their website improperly. To protect your information from being stolen, Firefox
has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

127.0.0.1:55101 uses an invalid security certificate.
The certificate is not trusted because it is self-signed.

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

Add Exception...

Fig.A.1.2

e The browser will open a window to get the certificate. Click Confirm Security Exception

( SO Doy B0 ) button to add the exception as shown in Fig. A.1.3:

Add Security Exception X

/2. Youare about to override how Firefox identifies this site.
. .' . Legitimate banks, stores, and other public sites will not ask you to do this.

Location: Get Certificate
This site attempts to identify itself with invalid information. View...
Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using a secure signature,

Permanently store this exception

- Confirm Security Exception Cancel

Fig.A.1.3

e The browser will confirm and displays the message “Success” as shown in Fig.A.1.4:
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€l (&5 Q ® e https://127.0.0.1:55101/check/isLive

success

Fig.A.1.4
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For Chrome

To add a self-signed certificate for https in chrome browser, perform the below actions to import SSL certificate:

Open the Chrome browser and enter the URL https://127.0.0.1:55101 /check/isLive as shown in Fig.A.1.5:

Privacy srror x 4
<« C A Notsecure | hitps//127.00.1:55101/check/istive_|
55 Apps [) NewTab [} Welcome to Odisha Welcome to Results | 3 Welcome to Results ¢ M Inbox - pankajshaky [3 Velocis Portal (8 English [3 PG Admissions List Imported

A

Your connection is not private

Attackers might be trying to steal your information from 127.0.0.1 (for example,

passwords, messages, or credit cards). Learn more

NET:ZERR_CERT_AUTHORITY_INVALID

[ Help improve Safe Browsing by sending some system information and page cantent to Google.

Privacy. policy,

Advanced Back to safety

Fig.A.1.5

The browser will notify the user to add the exception into the list (Fig.A.1.5).

Click Advance (

A message box appears, click Proceed to 127.0.0.1 (Unsafe) (

Fig.A.1.6:

Advanced ) hutton to add an exception (Fig.A.1.5).

Proceed to 127.0.0.1 (unsafe)

) button as shown in

P |

Your connection is not private

Attackers might be trying to steal your information from 127.0.0.1 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

(I} Help improve Safe Browsing by sending some system information and page content to Google.

Privacy policy

I Hide advanced Back to safety

This server could not prove that it is 127.0.0.1; its security certificate is not trusted by your
computer's operating system. This may be caused by a misconfiguration or an attacker
intercepting your connection.

| Broceed to 127.0.0.1 (unsate) |

NIC, 2020
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e The browser will confirm and displays the message “Success” as shown in Fig.A.1.7:

@ https//127.00.1:55101/check/isl X+

C A Notsecure | htps://127.0.0.1:55101/check/isLive

# Apps [} NewTab [ WelcometoOdisha-  [&] Welcome to Results \  [@&] Welcome to Results - M Inbox - pankajshaky.  [J Velocis Portal S English [} PG Admissions List Imported

success |

Fig.A.1.7
e Additionally, go to browser and type “chrome://flags/#allow-insecure-localhost” in address bar.

o Searched flags screen appears, select Enabled to allows requests to localhost over HTTPS even when an self-
signed certificate is presented - Mac, Windows, Linux, Chrome 0S, as shown in Fig.A.1.8:

& G ® Chrome \l chrome:f,r’ﬂags/#allou.f—msecurer\ctalhnst| 4 0 H

Q, Search flags ‘ Reset all to default

| Allow invalid certificates for resources loaded from localhost.
to localhost over HTTPS even when an ir ertificate is presented. -
Disabled A
nux, Chrome 08, Android _
ocalhast Disabled
- I Enabled

App Banners
ertoaddaweb pp
Linux, Chrome 03

Enable the displa
to their shelf,

App banners, v

Default v

Experimental app banners

w and UL Implies #enable-app-banners. - Mac

Enabi

3 new experimental app ba
Linux, Chrome 08, Android

Default v

fimental-app-Danners

Fig.A.1.8
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For Internet Explorer
In case of Internet Explorer, SSL certificate gets automatically imported by the installer.
Steps to check SSL certificate are:

e Open the Internet Explorer and enter the URL https://127.0.0.1:55101 /check/isLive.

o The “Success” message will appears, as shown in Fig.A.1.9

a @ b 1000 e <80/ S, AL )
PT x|

Juccesa,

D3C Signer Service version : 4.1

Fig.A.1.9
In case success message does not appear, or certificate is not available, then follow below steps to import the SSL
certificate.
Steps to manually update SSL certificate are:

e Open Internet Explorer browser window.

e Go to the Setting icon and select the Internet options, as shown in Fig.A.1.10:

Sefety

Ctile)

Google

Google Search I'm Feeling Lucky

Google offered in' =T AT denrs AT HUD Awdl e BRIVIGo e

India

Advertising  Business  About Privacy  Terms s Settings

Fig.A.1.10
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Internet Options window will appear, click Content

Content

) tab and

(E Certificates

i) button as shown in Fig.A.1.11:

select the Certificates

[tnternet options |

| B ===

| General | security | Privacy | Sontent connections | Programs | advanced |

Family Safety

Control the Internet content that can

=

-

Family Safety |

be wiewed.

Certificates

1S

Use certificates for encrypted connections and identification.

[

Clear ssL state ||| Certificates ][

Publishers

AutoComplete

[

AutoComplete stores previous entries

Settngs

on webpages and suggests matches

o ;!' For wou.

Feeds and Web Slices

Settings

Feeds and web Slices provide updated |
5

corntent from websites that can be

programs.

read in Internet Explorer and other

Ok

tab and click Import (ImPert-.

Fig.A.1.11

Under certificates window go to the Trusted Root Certification Authorities (

) button, as shown in Fig.A.1.12:

Trusted Root Certification Autharities

Internet Options

1

[certificat=s |

= |

Intended purpose: [ <an=

~]

| Intermediate Certfication Authorites| Trusted Root Certification Authorities l Trusted Publl * | =

Issusd To

Rl addTrust External ...
RlBaltmore CyberTru...
Elcca tndia 2007
Erlcca India 2011
Elcca India 2011
ERlcca tndia zo14
Elcca India 2014
ERlcca India 2015 SPL
CelcertsSIGM ROOT Ca

Issued By

AddTrust External CA. ..
Baltmore CyberTrust ...
CCA India 2007

CCA India 2011

CCaA India 2011

cCaA India 2014

CCaA India 2014

CCA India 2015 SPL
certSIGN ROOT CA

Expiratio. ..

1i1-Mar-15
05-iar-29
oS5-Mar-249
29-Jan-25

04-Jul-31

Friendly Mame
The USERTrust ...
DigiCert Baltimor...
CCA India 2007
CCA India 2011
CCA India 2011
<MNone =

=Mone >

CCA India 2015
certSIGN Root CaA

o

Export...

Learn more about certificates

Remowve

Certificate intended purposes

[

Ok Cancel

T'T

T

Fig.A.1.12

e The Certificate Import Wizard window appears and click Next () button, as shown in Fig.A.1.13:
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Internet Options | i =2 1

Certificates . =z |1

] Certificate Import Wizard | [

Welcome to the Certificate Import
Wizard

o This wizard helps you copy certificates, certificate trust
i — lists, and certificate revocation lists from your disk to a
— certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To contnue, dick Mext.

It

< Back [ Mext = ] [ Cancel

o Browse the certificate from the saved location and click Next (

Fig.A.1.15:

Fig.A.1.13

Internet Options | 5 zZ 1
Certificates zZ |1
— i
=
Certificate Import Wizard g

File to Import
specfy the file you want to import.

File name:

I C:\WsersRimandeep\DesktopYocalhost. ot I

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 .PFX,.P12)
Cryptographic Message Syntax Standard- PKCS =7 Certificates (.F7EB)

Microsoft Serialized Certificate Store (.S5T)

Learn more about Eerificate filg formats

[ = Back I Mext = ] [ Cancel

— —

NIC, 2020
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Internet Options l i3 =2 Il
Certificates I = |1
— - e
Certificate Import Wizard | 2 |
Certificate Store
Certificate stores are system areas where certificates are kept.
Windows can automatically select a certificate store, or you can specify a location for
the certificate.
1 Automatically select the certificate store based on the type of certificate
¥ Place all certificates in the following store
Certificate store:
Trusted Root Certification Authorities
Learn more about certificate stores
L] [ < Back ][ Mext = ] [ Cancel
-

T

Fig.A.1.15

e (lick Finish () button to close the process as shown in Fig.A.1.16:

NIC, 2020

Internet Options

[7 ]| == Il

Certificates [ == J

Certificate Import Wizard | 2|

Completing the Certificate Import
Wizard

/: I Thie certificate will be imported after you dick Finish.
Lo— You have specified the following settings:
Certificate Store Selected by User Trusted Root Certifice
Content Certificate
File Mame C:\Users\Rimandeep),

« I 3

Cancel

[ <Back | rFmish || [

J

[

L T

Fig.A.1.16
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. . . . Yes : =
e Security warning window appears, click Yes ( ) button, as shown in Fig.A.1.17:
# 1 Internet Options [ 7 [ |
-
8] Certificates (Not Responding) s |

Intended purpose: [ <all> -]

| tntermediate Certification Authorities | Trusted Root Certification Authorities | Trusted Publ * | *
Issued To Issued By Expiratio...  Friendly Name —
ERladdTrust External ...  AddTrust External CA... 30-May-20  The USERTrust ...

Baltimore CyberTru... Baltimore CyberTrust... 13-May-25  DigiCert Baltimor. .. ecurity Warnin
I yb I vb I Security Warning
[leca India 2007 CCA India 2007 04-Jul-15 CCA India 2007 —
[ERlcca India 2011 CCA India 2011 11-Mar-16  CCA India 2011
[E3)CCA India 2011 CCA India 2011 11-Mar-16  CCA India 2011 4 You are about to install a certificate from a certification authority (CA)
Filcca ndia 2014 CCA India 2014 05-Mar-24  <MNone> Al claiming to represent:
Eilcca India 2014 CCA India 2014 05-Mar-24  <MNone> localhost
Calccalndia 2015SPL CCA India 2015 SPL 29-Jan-25  CCA India 2015 cealhe
EaleertSIGNROOT €A certSIGN ROOT CA 04-Jul-31  certSIGNRootCA  ~ Windows cannot validate that the certificate is actually from
“localhost”. ¥ou should confirm its origin by contacting "localhost”.

The following number will assist you in this process:

Thumbprint (shal): DFeSEFSC 09847266 EBDATOBE 55654B49 0752613C
Certificate intended purposes
Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an uncenfirmed
thumbprint is a security risk. i you click "Ves" you acknowledge this
Goag risk. 13

View

Learn more about certificates

mv—v—‘

Do you want to install this certificate?

Fig.A.1.17

shown in

o The message box prompt “The import was successful”, click Ok (
Fig.A.1.18:

”
Certificate Import Wizard u

The import was successful.

Fig.A.1.18
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Annexure -11

Troubleshooting (For DSC Signer Service)

Problem 1
Service is not running after successful installation.

Solution
Check Java is installed properly or not and then, restart the DSC Signer Service manually.

For Windows
Double click the desktop icon “DSC Signer Service”.

Screen-shot

Information X

()  sc signer service started successtuty.

Fig.A.2.1

For MAC
Restart the DSC Signer Service by clicking desktop icon “DSC_Signer_Service”.

For Ubuntu
Restart the DSC Signer Service by clicking desktop icon “DSC_Signer_Service”.

Note:
1. While using DSC application in MAC OS and Ubuntu OS, if a dongle is plugged-out, then, occasionally user has

to manually restart the DSC signer service.
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Problem 2
Service is not running even after starting manually.
Solution
Check availability of ports for HTTP and HTTPs
http port: 55100
https port: 55101
Commands to check for availability of both ports (For example, we are using port 55101 in each screenshot; user
can choose any other port to test) are mentioned below:

For Windows
Use cmd/powerShell to run following commands in windows.
Command: netstat -ano | find "port" (Fig.A.2.2).

Screen-shot

E¥ Command Prompt - [m] X

Fig.A.2.2

For Ubuntu
For Ubuntu use Terminal.
Command: netstat -tunlp | grep port (Fig.A.2.3).

Screen-shot

pankaj@Ps: ~
File Edit View Search Terminal Help
pankaj@P5:~5 netstat -tunlp | grep 55161
(Not all processes could be identified, non-owned process info
will not be shown, you would have to be root to see it all.)

tcpé (3] 8 =:: BEE% LISTEN
1940 /java
pankaj@rPs:~5%

Fig.A.2.3
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For MAC
For MAC use Terminal.
Command: netstat —-vanptcp | grep port (Fig.A.2.4).

Screen-shot
[ NON | A nicsi_imac — -bash — 111x33

Last login: Wed Jan 23 89:35:24 on console

[iMac:~ nicsi_imac netstat -vanptcp | orep 55181 ]
tcphb ) 8 *.55181 * .k LISTEN 131872 131872 76 )
iMac:~ nicsi_imacs |

Fig.A.2.4

If no service is running on both ports, manually start the service. If still it does not start, contact the
administrator.
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Problem 3

If both the ports or any one of the ports are in use with some other services
Solution

Kill the service running at specified port.

Commands to Kill the services from port are:

For Windows

Use cmd/powerShell to run following commands in windows.
Command: taskkill /f /pid [PID] (Fig.A.2.5).

Screen-shot

B C:\WINDOWS\system32\cmd.exe - O X
oft Windows [Ve

has been terminated.

Fig.A.2.5

For Ubuntu
For Ubuntu use Terminal.
Command: Sudo kill -9 [PID] (Fig.A.2.6).

Screen-shot

pankaj@Ps: ~
File Edit View Search Terminal Help
pankaj@Ps:~5 netstat -tunlp | grep 55101
(Mot all processes could be identified, non-owned process info
will not be shown, you would have to be root to see it all.)
tcpé 3] e ::: HE LISTEN
1940 fjava

pankaj@Ps:~$ sudo kill -9 1946
[sudo] password for pankaj:
pankaj@Ps:~%

Fig.A.2.6
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For Mac
For MAC use Terminal.
Command: sudo kill -9 [PID] (Fig.A.2.7).

Screen-shot

eC e & nicsi_imac — -bash — 111x33

Last login: Wed Jan 23 B89:35:24 on console
[iMac:~ nicsi_imac$ netstat -vanptcp | grep 55181 ]

tCcp4b 2] B *,55181 * % LISTEN 131872 131872 76 2]
[iMac:~ nicsi_imac$ sudo kill -9 76 1
[Password: ]

iMac:~ nicsi_imacs [

Fig.A.2.7

After Kkilling the service, manually start the service. If still it does not start, contact the administrator.
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Annexure III
Signature Validity Checkmark Visibility

The visual representation of signature verification:

In previous version of DSC, signature verification visibility was displayed on the same page along with the page
content. But now as per ISO 32000-2 standard compliance signature verification visibility is not to be
displayed along with the page content, it will be displayed on the different panel apart from the main content
panel. However, there is no change in signature visibility. For example, in case of adobe there is a signature panel,
in which signature verification result will be displayed and page content is being displayed on different panel.

In previous signed pdf files verification status visibility will still be displayed, as Adobe Reader supports them for
backward compatibility reasons only.

Thus, since Acrobat 9 Adobe displays its own icons only in the signature panel, not the document itself, and
requires evaluation of signature validity by business users by inspecting the signature panel and generates
signatures accordingly.

Display of Valid Signature in previous version of Digital Signature:

In case of previous DSC, green check and Red Cross sign were being used to display verification status of
signature inside pdf content.

Green check sign was used for Valid Signature (Fig.A.3.1: Valid Signature) and Red Cross sign was
used for Invalid Signature (Fig.A.3.2: Invalid Signature).

i A

Signaturelald.. - Sig

=L

9:15 IST Date: 2018. :50:55 IST

Reason:

——— Fig.A.3.1: Valid Signature ——— —— Fig.A.3.2: Invalid Signature —
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Display of Valid Signature in Current Version of Digital Signature:
In current version, only signature details are being displayed along with the original content of the page.

Refer to Fig.A.3.3:

Digitally signed by ABC

Reason:Test Reason

Date:Mon Nov 26 17:05:43 IST 2018

(Page content)

Fig.A.3.3

NIC, 2020 Ver 4.1.01

42



e@ffice

A DOGITAL WORK FLACE SOLUTION

How to verify signature in current scenario:

After opening the pdf file, click on Signature Panel located at upper right corner of adobe reader. A
window will open on left side of document, where all information regarding signature validation is
displayed along with the signature details. In case of Valid signature, Green Check will be shown at
upper left corner of adobe reader and also inside signature panel itself, as shown in Fig.A.3.4: Valid
Signature:

Signed and all signatures are valid. Signature Panel

POC of DSC 2.0 with Java Web Start technology (JNLP). L)

Signatures = =
1] J Green Tick: Valid
= .Ousing o i 1 -1 1 and, we are going to implement this
. Slgnature POC and Development of DSC 2.0 using Sr & 2 going p
@ (=]~ validate All technology to use DSC in eOffice.
« &b, Rev. 1: Signed by Class 3 individual test POC of eSign version 2.0 using Gateway Model
174

Signature is valid:

Source of Trust obtained from Adobe Approved Trust List (AATL]
Document has not been medified since this signature was ap
Signer's identity is valid
Signing time is from the clock on the signer's computer.
Signature is not LTV enabled and will expire after 2019/12/22 1

> Signature Details

Last Checked: 2018.11.29 10:15:27 +05'30"

Field: Signaturel on page 1 .

Click to view this version

Digitally signed by Pankaj !
Date:Mon Nov 26 17:05:43 IST 2018

Reason:Test Reascn

Fig.A.3.4: Valid Signature

In case of Invalid Signature, Red Cross sign is displayed at upper left corner of adobe reader and inside
signature panel itself, as shown in Fig.A.3.5: Invalid Signature:
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At least one signature is invalid.

Signatures

)

=] - Validate All

®

Véﬁ Rev. 1: Signed by €2 80 e i

Et Signature is invalid:

Source of Trust obtained from Adobe Approved Trust List (AATL]
Document has been altered or corrupted since it was signed

Signer's identity is valid

Signing time is from the clock on the signer's computer.

> Signature Details
Last Checked: 2018.11.28 16:28:42 +05'30'

Field: Signaturel on page 1

Red Cross: Invalid
Signature

POGUTHDSCR1

Digitally signed by Pu. oy S90iy a
Date:Mon Nov 26 17:05:43 IST 2018

Reason:Test Reason

| Signature Panel |

NIC, 2020
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Annexure IV

Identifying Your System

Windows 0OS

Check Windows version:
e Right click My Computer/ This PC icon on desktop or start menu and select “Properties” tag.
e A screen appears displaying the OS Version is shown in Fig.A.4.1:

1 E » Control Panel » All Control Panel ltems » System w O Search Control Panel

Control Panel Home . .. .
Wiew basic information about your computer

& Device Manager Windows edition

& Remote settings .
am Windows10

& System protection © 2018 Microseft Corporation. All rights reserved.
) Advanced system settings

System

Processor: Intel(R) Core(TM) i7-6700 CPU @ 340GHz 341 GHz
Installed memory (RAM):  8.00 GB (7.89 GB usable)
System type: 64-bit Operating System, x64-based processor

Pen and Touch: Mo Pen or Touch Input is available for this Display ]
ﬂh.l;
CEED

Support Information
Computer name, domain, and workgroup settings
Computer name: DESKTOP-TOGCQOIO &) Change settings
Full computer name: DESKTOP-TOGOSIO
Computer description:
Workgroup: WORKGROUP

Windows activation

Seealso Windows is activated Read the Microsoft Software License Terms

security and Maintenance Product ID: 00330-50013-74133-AAOEM §Change product key

Fig.A.4.1

Check availability of Java Version in windows:
e C(lick Start button and go to Control Panel.
e (lickJava link as shown in Fig.A.4.2:
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5 Cootoat Parel » A Contol Pl Bams »

Adpast your computer’s sestings

’ Action Centet
a Credental Manager
@iy Devices and Printers
"' Folder Options
B Incel® HO Graghacs
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Fig.A.4.2

e A screen appears is shown in Fig.A.4.3, select Java (] T [] tab and then click View
button.

L2 Java Controt Panet it ol s
[ Generad| 3ava ||ecurity | Advanced|

View and manage Java Runtime versions and settings for Java applications and apple

[ oK ] [ Cancel ] '7 Apply

Fig.A.4.3

e The version of Java will appear under User Tab as shown in Fig.A.4.4.
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| £ Java Runtime Environment Settings

"} System
Pla... Product Location Path Runtime Parame... Enabled  Archite...
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Fig.A.4.4
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MAC OS
Checking MAC version:

e Open the Terminal.
e Type the command “sw_vers”, and press enter (Fig.A.4.5), and the version of MAC will gets displayed
(marked in red color box).

® OO 2 nicsi_imac — -bash — 80x24
Last login: Tue Feb 5 11:34:28 on ttyseee

[iMac:~ nicsi_imac$|sw_vers

ProductName: Mac U 2

ProductVersion: 16.13.6 |

BuildVersion: 1764815
iMac:~ nicsi_imac$ >l

Fig.A.4.5
Check availability of Java Version in MAC OS:

e Open the Terminal

e Type the command “java -version”, press enter.

e Ifjavais notinstalled in system, then the output will be “Command java -version not found”.
o Ifjavais installed then the java version will be displayed as shown in Fig.A.4.6:

[ NN & nicsi_imac — -bash — 80x24

\iMac:~ nicsi_imac$ |java -version|

|java version "1.8.8_171" |

Java(TM) SE Runtime Environment (build 1.8.8_171-bi1)

Java HotSpot(TM) 64-Bit Server VM (build 25.171-b11, mixed mode)
iMac:~ nicsi_imac$ |}

Fig.A.4.6
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Ubuntu OS
Checking Ubuntu version:

Open the Terminal.

Type the command “Isb_release -a”, press enter (Fig.A.4.7), and the version of Ubuntu will gets displayed
(marked in red color box).

pankaj@Ps: ~
File Edit View Search Terminal Help
pankaj@PsS:~S |lsb_release -a
No LSB modules are available.
Distributor ID: Ubuntu
Description: Ubuntu 18.04.1 LTS
Release: 18.04
Codename: bionic
pankaj@Ps:~$ D

Fig.A.4.7

Check availability of Java Version in Ubuntu OS:

Open the Terminal

Type the command “java -version”, press enter.

If java is not installed in system, then the output will be “Command java -version not found”.,
If java is installed then the java version will be displayed as shown in Fig.A.4.8:

pankaj@Ps: ~
File Edit View Search Terminal Help
pankaj@Ps:~S$S |java -version
java version "1.8.0_201"
Java(TM) SE Runtime Environment (build 1.8.0_201-b09)

Java HotSpot(TM) 64-Bit Server VM (build 25.201-b09, mixed mode)
pankaj@Ps:~$S

Fig.A.4.8
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Annexure V

Re-register DSC certificate in eFile:

For re-registration of DSC certificate in eFile, perform the below mentioned steps:

Login to the eFile application, the eFile application screen appears, as shown in Fig.A.5.1.

Click Re-register (

) link as shown in Fig.A.5.1:

eFile version 5.5_11
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The Certificate Information screen appears, click Register DSC ( £22ister DSC Jih a5 shown in Fig.A.5.2:

Fig.A.5.1

eFile version55 11

Re-register to use DSC Signing | Allvim:ed | 0 @

[

Receipts.

Certificate Information
Files

SlNo. Certificate
Migrate File

1 DS eMudhra Test 3

Dispatch
psc =

} DSC Registration
Settings

Notification

s

Type

validity

Signing  D3/11/16 11:24 AM

Enroll Date

25/02/18 113

User Name.
SOAM  RITU

DeActivation Date

Register DSC 1

Fig.A.5.2
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o The DSC Registration screen appears, click Register ( egister

) button, as shown in Fig.A.5.3:

eFile versonts 1

_ 2 S1IG0089TER620471822213  EMALADDRESS-efledeeoficegnicin CN-Eipi (hpnea, DC=intranet, O
Dsc g
} DSC Registration
Settings 5]
Wotfiaion ¥

_ DSC Registration
Reebls B i, sl sl o ey
B 4 1 12460408 CH=DS ehludhea Test 3, 00.25.4 51-no 56 fest st Ch=e-Mudhra Su CA Class 2 for Document Signer 201, Digital Signing
| S S

Tige Expiry Date
Satay 11 1124 41T 2018

Digial Signing & Key Encipherment  Fr Jan 03 13:13:1318T 2020

Fig.A.5.3

o The Verify User PIN pop-up appears, enter the User PIN and click Login () button, as shown in

Fig.A.5.4:

H eFile version55_11 ET—— = O @ §
DSC Registration
fecsets = sibo. seraiio Issued To Issued By Twe Expiry Date
. = 12466426 (Ch=DS ebughez Test 3 OID 25 .\ Sup CA Ciaze 2 fur Document Signer 201 Digital Signing Sathay 1 H24341ST m
gaterde )
== =
osc 5

Wothcaten @ %] Now verfy your User PIN:

Use 71 | anomense]

[lErable soft keyboard

e =

Fig.A.5.4

e The Alert box appears, displaying message “DSC Registered successfully”, click OK () button as

shown in Fig.A.5.5:

H eFile version55_11

E—- O ® §

__ |DSC Registration
— =] s, seriitio Issued To L] Trpe Expiry Date
. U PR CN=DS ebluchra Test3, 0ID.25.4 51=no S6 estest.. 6 DSCRegistered sucessiuly Pl Digial Signing SalMay 1 11 24341T 2019
[ ] e —————— . | N e IR &

BOBODBSTESB204M822213  EMAILADDRESS=eflsdeecticagnicin, CH=Bign 0L o

Dispatch B rer—) |
bsc =]
+ DSC Registration
Settings =
Notification =]

Fig.A.6.5
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